Configuration of GNU Privacy Guard
With Microsoft Outlook 2007 for Sending CTR/STR to CAFIU

How to install and use Gnu Privacy Guard (Gpg4win)

a. Install GpgdWin
- Double click on gpg4win-2.1.0.exe

Installer Language E'

Bitte die Sprache des
Installations-Yaorgangs angeben,

[rosn 4

[ Ok, ] [ Cancel ]

% Please choose a language far the sekup,

- Choose language and click ok

#Gpgdwin Setup E“El@

GPG\Ywm Welcome to the installation of
Gpg4win

Gpgdwin is a installer package For Windows For EMail and file
encryption using the core componenent GRuPG For Windows,
Both relevant cryptography standards are supported,
OpenPGP and S/MIME. Gpgewin and the software included
with Gpg#win are Free Software,

Click Mext ko continue,

This is Gpgshwin version 2,1.0
file version 2,1.0,1641

release date 2011-03-15

Mext > ] [ Cancel ]

- Click Next

¥ Gpgdwin Setup = |16
|{ \\
(". t License Agreement
@ This software is licensed under the terms of the GHU General
Public License {GFL).

Press Page Down ko see the rest of the agreement.

GM GEMERAL PLUBLIC LICEMSE
Version 2, June 1991

111

Copyright {C) 1959, 1991 Free Software Foundation, Inc,

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.,

Preamble

The licenses For mast software are designed to take away vour ~

In short: You are allowed to run this software For any purpose. You may distribute it as long
as vou give the recipients the same rights you have received.,

< Back “ Mext = ][ Cancel

- Click Next



¥/ Gpgdwin Setup [ [ [
I{ "\
'h‘ \ Choose Components

\ @ “hoose which Features of Gpgdwin you want to inskall.

Check the components you want ta install and uncheck the components you don't want to
install, Click Mext bo continue.

Select components ko install: Description
Kleopatra

[ara

GRgoL

GpgEX

[ Claws-Mail

Gpgdwin Compendiunn

Space required: 102,5MB

[ < Back ” Mext = ] [ Cancel

Choose Components and Click Next

¥ Gpgdwin Setup

|{ \)
(ﬁ. \ \ @ Choose Install Location

Choose the Folder in which to inskall Gpgawin.

Setup will install Gpg4win in the Following Folder. To install in a different Folder, click Browse
and select another Folder. Click Me:xt to continue.

Destination Folder

| Browse,..

Space required: 102,5ME
Space awvailable: 101.6GE

’ < Back “ Mext = l [ Cancel

Choose Install Location and Click Next

= Gpgdwin Setup
I.' X
1' Install Options
\ @ Start links
Please select where Gpgwin shall install links:

Skart Menu
[Jpeskrop
[ uick Launch Bar

{Only programs will be linked into the quick launch bar.)

’ < Back “ Mext = ] ’ Cancel

Choose Install Options and Click Next



¥ Gpgdwin Setup

'
"' \ E Choosge Start Menu Folder

Choose a Stark Menu Folder For the Gpgéwin shortouts,

Select the Start Menu Folder in which wou would like to create the program's shorkcuts, Yaou
can also enter a name ko create a new folder,

|

F-Zip -~
Q17797
Accessaries
Acranis =
Adrninistrative Tools

Adobe

EBluevaoda Website Builder
Buddhist Institute

Cisca Swsterms YPR Client

Crystal Reports 2008

Driver Genius Professional Edition
Lames

£

[ < Back “ Install l [ Cancel

Click Install

¥ Gpgdwin Setup
|.’ "\
1‘!. ' Installation Complete

\ @ Setup was completed successfully,

Completed

(NNNNRNNANNANRNNANRNNRNRNNRNNANRNNRNRANRARRRNRRRRNRNRY

Show details

Installation Complete and Click Next

% Gpgdwin Setup

I{ \
‘E. \ \ @ Define trustable root certificates

SIMIME configuration

Gpgdwin needs a lisk of root certificates which wou trust,

(To use SfMIME certificates for sign and encrypt, you have to define the trustability
of ¥.509 root certificates.)

[[8[>]

A rook certificate (rookt CA) is used to check the validity of all child certificates.
IF wou brust the rook certificate therby wou trust also all underlving certificates.

To avoid that each user musk search and install the required root certificates, and
also check and authenticate the trustworthiness of the same, it is useful to install
a syskem-wide default of the most important rook certificates;

£

Therewith wou can use SIMIME, the configuration is stringently required, Skip this
configuration only if wou don't want to use S/MIME.

Ruook certificate defined or skip configuration

[ Mexk = ] [ Cancel

]

Click Next




® Gpgdwin Setup

GPG\\%iN Completing the Gpg4win Setup
Wizard

Your computer must be restarted in order to complete the
installation of Gpgwin, Do you want to rebook now?

{#) Reboot now

{31 want to manually reboot later

< Back ” Finish Cancel

Click Finish

b. Create New Certificate
Open kleopatra

Driver Genius Professional Edition 3

Cisco Systems YPN Client ’
Microsoft Visual Studio 2008 3

RSA
Ultral50

Hospialzate

Microsoft Yisual Studic 2005 4

91 FHLERF
Tortaisesvl

z3x
Teamiiewer 7

Yideo Thumbnail Generator Software  F

rl_ﬂ Gpgdwin

Oracle BI Publisher Desktop |l @ FKleopatra
Oracle - CraClient11g_homel vl &) Uninstal

Documentation  #

’
™ Kleopatra =
View Cerificates Tools Settings  Window Help
oo Mew Certificate. . Ctrl+N &%
&b Lookup Certificates on Server... Ctrl+Shift+ P | Lookup Certificates on Server
[z Import Certificates. . Ctrl+l fivCerificales h ]
ates
w3 Export Certificates . Ctrl+E - - E
1y Export Secret Keys. . Until Details Key-D
5y Export Certificates to Server.. Ctrl+Shift+E
=2 Decrypt/Verify Files...
&= Sign/Encrypt Files...
Create Checksum Files...
Verify Checksum Files...
€ Close Ctrl+W
B4 Quit Ctrl+Q




Click on File menu then choose New Certificate...

=rtificat

Choose Certificate Format

Please choose which type of cerificate you want to create.

= Create a personal OpenPGP key pair
OpenPGP key pairs are created locally, and certified by your friends and
acquaintances. There is no central certification authority; instead, every

= Create a personal X.509 key pair and certification request
X509 key pairs are created locally, but certified centrally by a certification
authaority (CA), CAs can certify other CAs, creating a central, hierarchical chain of

Mext | Cancel |

Choose Certificate Format : Create a personal OpenPGP key pair

=

ertificats reation WYizar

Enter Details

Please enter your personal details below. If you want more control over the
certificate parameters, click on the Advanced Settings button.

MName: CHAMN VANMA (required)
EMail: chanvannai@nbc.org.kh (required)
Comment: CERTIFICATE (optional)

CHAN VANMA (CERTIFICATE) <chanvanna@nbc.org.kh=

|Advanced Settings...l

l Mext H Cancel |

Enter your personal detail and Click Next

=rt ficat reation Wy izar

Review Certificate Parameters

Please review the certificate parameters before proceeding to create the
certificate.

Name: CHAN VANMNA
Email Address: chanvanna@nbc. org.kh
Comment: CERTIFICATE

Show all details

[Create Keyl | Cancel

Review Certificate Parameters and Click Create Key



[ pinentry e G

—
!, Enter passphrase

Passphrase essssews|

Quaty:

oc ) [ conea

Re-enter Pin Code (Passphrase)

Y pinentry : @

J

| -
.!..1 Flease re-enter this passphrase

Passphrase sesssses

QK l [ Cancel

L - =

Re-enter the passphrase and Click OK

Key Pair Successfully Created

Your new key pair was created successfully. Please find details on the result
and some suggested next steps below.

Result

Certificate created successfully.
Fingerprint: 67B109CEDCAB61C07380E5SDF0AB525858580D416

Next Steps

[ Make a Backup Of Your Key Pair._. ]

[ Send Cettificate By EMail ]

[ Upload Certificate To Directory Service. . ]

The Key Pair has been successfully created. Click Finish.




-

™ Kleopatra

File  View Cerificates Tools Settings Window Help
g c %) %
Import Certificates  Export Certificates Redizplay Stop Operation Lockup Certificates on Server
Find: My Certificates - ]
Qj My Certificates | Trusted Certificates | Other Certificates | @
Na’me E-Mail Valid From Valid Until Details
CHAN VANNA (CERTIFICATE) chanvanna@nbc.org.kh 20121219 OpenPGP
I
a4 UL F

- The certificate has been created successfully

c. Export Certificate for Exchanging Public Key with CAFIU

r Y
™ Kleopatra E@g
File View Cettificates Tools Settings Window Help
g [y ¢ % e
Import Certificates  Export Certificates Redisplay Stop Operation Lookup Certificates on Server
Find: My Certificates - ]
. My Certificates | Trusted Certificates | Other Certificates | @
Na,me E-Mail Valid From Valid Until Details
|CHAN VANNA (CERT ='=aTe v = == EVPENEWTS OpenPGP
Change Owner Trust...
Trust Root Certificate
Distrust Root Certificate
@ Cerify Certificate. ..
Change Expiry Date...
Change Passphrase. .
Add UserD...
[ — »
# Delete Del
——————— - r
sy Export Certificates... Ctri+E
f5 Export Secret Keys...
- Rigl % Export Certificates to Server Ctrl+Shift+£  [cates
€ Cerificate Details

- Right click on the row of certificate and choose Export Certificates




" Export Certificates M S—_—" — - I
CX) |2 » vaNNA » © - - v [ 49 ][ Search vanna Y
. . - = — L ——— i

e —— e e —

Organize New folder i - @
¢ Favorites w Il A
Bl Desktop flb | T
i & Downloads kde AppData Contacts Desktop Downloads Favorites
% Recent Places  |= .
B E b K B B
@ Libraries Links My: My Music My Pictures My Videos Saved
B Documents | Documents Games
J’ Music
[&=] Pictures r )
E Videos Searches
|
- Computer -
| File name:  VANNA_PUBLIC_KEV]asc -l
Save as type: | OpenPGP Certificates (*.asc *.gpg *.pgp) ']
4 Hide Folders L Save ] [ Cancel ]

[ -

- Enter the file name of your public key (e.g. VANNA_PUBLIC_KEY.asc) and click Save

Note: This public key will be provided to CAFIU and CAFIU will also provide its public key to the banks
and MFIs (Exchange public key).

d. Import Certificate (CAFI U PUBLIC KEY)

r Y
(= g
(3 Kieopatra i, s il Ml N
File View Cerificates Tools Settings Window Help
Ly c (% 8%
Import Certificates | Export Certificates = Redisplay Stop Operation Lookup Certificates on Server
Find: Import Certificates | My Certificates -
My Certificates | Trusted Certificates | Other Certificates | &
Nefme E-Mail Walid From Walid Until Details
CHAN VANNA (CERTIFICATE) chanvanna@nbc.org.kh 20121219 OpenPGP
< 1 | 3
—

- Click Import Certificates



™ Select Certificate File

==

J=| Recent Places

o Libraries
@ Documents
& Music
[&] Pictures

E Videos

i Computer
£ Local Disk (C3)
—u Local Disk (D:)
—a Software (E:)

: - - -
@O~| || « Local Disk (D) » CAFIUProject » CAFIU_KEY ~ [ %3 ][ search cariu_key )
— o e T — ey
Organize = Mew folder =~ 0 @
=
Bl Desktop - Mame Date modified Type
4 Downloads —

| %] CAFIU_PUBLIC KEV.asc

12/19/20121:58 PM PGP Armored File

- 4

L1

| 3

File name: CAFIU_PUBLIC_KEY.asc

- ’Certiﬁcata (*.asc *.cer *.cert " vl [

J |

i Open Cancel ]

L

- Choose certificate file (e.g. CAFIU_PUBLIC_KEY .asc) and Click Open
L2 o)

Detailed results of importing D-/CAFIL
Project/CAFIU_KEY/CAFIU_PUBLIC_KEY.asc:

Total number processed: 1
Imported: 1

-
™ Certificate Import Result - Kleopatra

W 0K

P

- The certificate has been imported successfully. Click OK

Trust Certificate

-
™ Kleopatra

- Click on the tab Imported Certificate and right click on certificate row then choose Change

Owner Trust...

- .
File View Cerificates Tools Settings Window Help
=g el C < &%
Import Certificates  Export Certificates = Redisplay Stop Operation Lockup Certificates on Server
Find: All Certificates -
)| My Certificates | Trusted Certificates | Other Certificates | Imported Cartificates )
Name E-Mail Valid From Walid Until Details
|CAFIU (CERTIFICATEL rafin_rannrte@inbe nm kb N12.12.19 OpenPGP

Change Owner Trust...
Trust Root Certificate
Distrust Root Certificate

@l Certify Certificate...
Change Expiry Date_..
Change Passphrase...

P — Add UserD._. e >
# Delete Dal
—_— —

[z5 Export Certificates . Ctri+E

(15 Export Secret Keys.

4 Export Certificates to Semver... Ctrl+Shift+E

&@ Certificate Details




p .
{™ Change Trust Level of CAFIU (CERTIFICATE) <cafiu_reports@nbc.org.kh> (ELGOCF32) [

How much do you trust certifications made by CAFIU (CERTIFICATE) (E160CF32) to correctly verify authenticity of
certificates?

) | don't know (unknown frust)

Choose this if you have no opinion about the trustworthyness of the cerificate’s owner.
Certifications at this trust level are ignored when checking the validity of OpenPGP certificates.

) 1 do NOT trust them (never trust)

Choose this if you explicitty do not trust the cerificate owner, e.g. because you have knowledge of him certifying without checking or |
without the certificate owner's consent.
Certifications at this trust level are ignored when checking the validity of OpenPGP certificates.

) | believe checks are casual {marginal frust)

Choose this if you trust certifications are not done blindly, but not very accuratly, either.
Certificates will only become valid with multiple certifications (typically three) at this trust level. This iz usually a good choice.

@ | believe checks are very accurate (full frust)
Cheoose this if you trust certifications are done very accurately.

Certificates wil become valid with just a single certification at this trust level, =0 assign this much trust with care.

This is my certificate (ultimate frusi)

Choose this if and only if this is your certificate. This is the default if the secret key iz available, but if you imported this certificate, you
might need to adjust the trust level yourself,
Certificates will become valid with just a single certification at this trust level.

| oK || cancel

- Choose “I believe checks are very accurate” and Click OK

- ~
™ Owner Trust Change Succeeded - Kl... &lg

Dwner trust changed successfully.

« OK

- Owner trust changed successfully and Click OK

Certify Certificate

- = m—— — — = = e —— al
M Kleopatra Elﬂlg

File View Certificates Tools Settings Window Help

c (%] %

Import Certificates  Export Certificates = Redisplay  Stop Operation  Lookup Certificates on Server

Find: All Certificates -
| My Certificates | Trusted Certificates | Other Certificates | Imported Certificates E
Name E-Mail Valid From Valid Until Details
[CAFIU (CERTIEICATE — o 2012-12-19 OpenPGP

Change Cwner Trust...
Trust Root Certificate
Distrust Root Certificate

Certify Certificate. ..
Change Expiry Date__
Change Passphrase...

i Add User-D.... -
# Delete Del
—
[z5 Export Certificates. .. Ctrii+E
3 Export Secret Keys... | .
25 Export Certificates to Server .. Ctr+Shift+E  |oK I
@@ Certificate Details

- Click on the tab Imported Certificate and right click on certificate row then choose Certify
Certificate...



AFTL (CERTIFICATE

Step 1: Please select the user IDs you wish to certify.

¥| CAFIU (CERTIFICATE) <cafiu_reports@nbc.org kh=

Certificate: CAFIU (CERTIFICATE) <cafiu_reports@nbc.org.kh= (E160CF32)
Fingerprint: C36493C8C55DF3017D783DCESD4TCCI11E160CF32

¥| | have verified the fingerprint

[ Next H Cancel |

Check “CAFIU(CERTIFICATE)<cafiu_reports@nbc.org.kh>" and “I have verified the
fingerprint” then Click Next

AFILUCERTIFICATE

Step 2: Choose how to certify.

Certification will be performed using certificate CHAN WANNA (CERTIFICATE) <chanvanna@nbc.org.khz=.

@ Certify only for myself
Certify for everyone to see

Send certified certificate to server afterwards

Certify H Cancel

Click Certify

! pinentry lﬁ_J )

__|  Please enter the passphrase to unlock the secret key for the OpenPGP certificate:
"CHAM VANMA (CERTIFICATE) =chanvanna@nbc.org.kh>"
2043-bit RSA key, ID 85800416,
aeated 2012-12-19,

Passphrase ssssesss|

[ OK ] | Cancel

Enter the Passphrase of your certificate and Click OK



AFIL (CERTIFICATE

Summary:
Signed user IDs: CAFIU (CERTIFICATE) <cafiu_reports@nbc_org kh=
Selected secret certificate: CHAN VANNA (CERTIFICATE) <chanvanna@nbc.org.kh=
Certification
successful.
Finish l | Cancel
- Click Finish

Il. How to send CTR /STR to CAFIU via Microsoft Outlook 2007

The banks and MFIs may produce the xml file from the core banking system or manually key in XSN
file template provided by CAFIU.

Attach XML Reporting File to Secure Email and Send to CAFIU

Open Microsoft Office Outlook and configure the account with your bank’s email used for creating
certificate in Kleopatra (e.g. chanvanna@nbc.org.kh) .Then click button “New” to make a new mail

message.
v . T @
(Oa) (4] RS C TR Report - Message (HT VL) S LI_I_J':' -
- og - —=
—-/J Message Insert Options Format Text Add-Ins L7]
| i encrypt message with GnuPG | 1
| ,," sign message with GnuPG | ,"
Microsoft Fax Service Attributes
Menu Commands Toolbar Commands
To.. cafiu reporte@nbe.org.kh;
=1
Cc...
Send I—/
Subject: CTR Report
Attached: | | BrNK110920120001.xml (5 KB
Ed
i
u

- Attach xml file of your report. Click Add-Ins and choose “encrypt message with GnuPG” and

“sign message with GnuPG”.
Note: The Subject may contain the phrase “CTR Report” or “STR Report”

Click Send.



™ Select Certificates For Message "CTR Report™ @lﬂ—hj

Please verify that correct certificates have been selected for each recipient:

@ QpenPGP ) SIMIME
Select Signing Certificate
From: chanvanna@nbc.org kh  [CHAN VANNA (CERTIFICATE) <chanvanna@nbc.org.kh> (8580D416) ~ | .|
Select Encryption Certificate
To:  chanvanna@nbc.orgkh  [CHAN VANNA (CERTIFICATE) <chanvanna@nbe.org.kh> (85800416) | [ ..

cafiu_reports@nbc.org.kh | CAFIU (CERTIFICATE) <cafiu_reports@nbc.org.kh> (E160CF32) -] [

[] Only show this dialog in case of conflicts (experimental)

[ ok || cancel |

Encrypt email by using recipient (CAFIU) pubic key of CAFIU and sign it by using sender
(Bank or MFI) private key. Click OK.

r U pinentry @

P
'l Please enter the passphrase to unlock the secret key for the OpenPGP certificate:
i "CHAN VANNA (CERTIFICATE) <chanvanna@nbc.org.kh>="
2048-bit RSA key, ID 35300416,

created 2012-12-19.

Passphrase ssssssss|

ok ][ coned |

Enter the passphrase of your certificate and Click OK. Report sent successfully.
A receipt will be automatically sent back to the Banks or MFIs after their reports have been
successfully validated by CAFIU Electronic Reporting System.

National Bank of Cambodia ¢ )

Cambodia Financial E 3
Intelligence Linit

Ky |23 |5 adding
5irings Trom
weDEEnicas Into an

Receipt for Electronic Submittal of Cash Transaction Report Packape

Summany
Fecsived From chanvanna@nbc.org.kh
Cate Received 2012-06-15 10:24:10
Crate Validated 2012-DE-27 08:53:28
Package Identifier 2XIN 2080131
Reporis in Package 2

Wa'd Reports in Package |2

Inwalid Reports in Packags | 0

Status of Package Vad

Securty Code TEZ2aaifeaddadailfTiddeffeasifalaZbidb




